GDPR Flowchart for Data Controller

Is the enterprise established
in the EU?

Yes
o Is there "real and effective activity" (even a

minimal one) in the EU?
e Are there "stable arrangements"?
¢ Are there employees in the EU
establishment?

No

Does the data subject

reside or stay in the EU?
Yes

No

Yo
Is the data subject °

travelling in the EU?

No

Is data processed in the context
of activities of an establishment
in the EU?

Yes
o Is there an "inextricable link" between the
processing of data and the activities of the
EU establishment?
o Is there revenue-raising in the EU?
Yes

No

Does the processing relate to the

offering of goods or services?

Does the controller pay a search engine
operator for access to the site by consumers in
the EU?

Is there marketing or advertising in the EU?
Are there dedicated addresses or phone
numbers in the EU?

Is there use of a language or a currency of an
EU state?

Is there delivery of goods in the EU?

Are there travel instructions from an EU
Member State?

No

GDPR APPLIES

e Representative required in the EU

e Encryption of data if appropriate

 Ability to ensure confidentiality, integrity, and
resilience of data

o Process for regularly testing, assessing, and
evaluating security

o Documentation of efforts

Yes

Does the processing relate to the

monitoring of behaviour in the EU?

Is there behavioural advertisement?

Are there geo-localization activities?

Is there online tracking through cookies?

Are there market surveys or other behavioural
studies?

Is there monitoring or regular reporting on an
individual's health status?

No

GDPR DOES NOT APPLY
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GDPR Flowchart for Data Processor

Is the data controller
established in the EU and
subject to the GDPR?

See "Flowchart for Data Controller"

Yes

No

Is the data processor
established in the EU?

See "Flowchart for Data Controller"

No Yes

Is the data processor
established in the EU? I

See "Flowchart for Data Controller"

No

GDPR APPLIES TO CONTROLLER

There are still obligations on the controller to
ensure the processor processes data in
accordance with the GPDR

The processor may have indirect obligations
imposed by the controller by virtue of contractual
arrangements

GDPR APPLIES TO PROCESSOR

GDPR DOES NOT APPLY

Duty to enter into data processing agreement
Only process data according to controller's instructions
Maintain record of all processing activities
Cooperate with supervisory authorities

Ensure a level of security appropriate to the risk
Notify the controller of any data breaches
Designate a data protection officer

Are the processing activities by the
processor related to the targeting

activities of the controller?

Yes
o Does the processing relate to the offering of

goods or services?
o Does the processing relate to the monitoring of
behaviour in the EU?

See "Flowchart for Data Controller"

Yes

GDPR APPLIES TO PROCESSOR

Representative required in the EU

Encryption of data if appropriate

Ability to ensure confidentiality, integrity, and

resilience of data

e Process for regularly testing, assessing, and
evaluating security

o Documentation of efforts
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